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Abstract

Due to the risk level and the openness of the 

Internet, online financial transactions need a 

special approach regarding security. Authenti-

cation is very important as a “gate keeper” and 

for transaction approval a challenge/response 

mechanism should be used for the sake of 

non-repudiation (inability of the user to deny 

a certain action). Firstly, innovation is needed 

to bring more convenience for security tokens. 

To help with that, we state some basic securi-

ty token requirements in this paper and show 

some important developments. Secondly, in-

novation is needed to increase the security of 

knowledge-based authentication (e.g. using 

passwords) and to enable challenge/response 

mechanisms for knowledge-based authentica-

tion. We propose the use of a Hash and Truncate 

(H&T) Calculator as a solution for this need. 

The H&T method combines the advantages of 

a static password with the advantages of a dy-

namic password and can be implemented by 

means of a mobile phone application. As a re-

sult, “mobile” is no longer only a channel, but it 

also becomes an authentication method. Next 

to authentication, also other security controls 

are required to prevent from financial fraud. For 

example Man-in-the-Browser/Malware attacks 

could not be prevented by means of authentica-

tion. This whitepaper gives an insight in UL’s vi-

sion regarding online authentication and helps 

you to get prepared for the next steps.

Keywords:  Authentication, One-time Password 

(OTP), strong identity, recognition, biometrics, 

hash & truncate, security token.

Introduction to the ecosystem

The Internet gives us a fast and efficient meth-

od for communication. The openness of this 

modern communication platform provides en-

trepreneurs with the possibility to invent new 

ways of communication (e.g. social network-

ing). However, this openness has some major 

drawbacks related to the inability to verify the 

identity of the party which is on the other end 

of the line. As more and more sensitive commu-

nication will be done online, precisely this lack 

of proper identity verification becomes a prob-

lem. 

For online financial transactions initiated via 

the Internet there is a potential risk for imper-

sonation and for irresponsible (fraudulent) be-

havior. Therefore, there is a need for trust in the 

electronic identities which are used for financial 

transactions. The degree of trust which can be 

laid in the identity is expressed in the identity 

strength. The strength of the identities which 

are issued by financial service providers (e.g. 

Banks, e-Wallet Providers) is determined by two 

basic requirements.
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1. The issuance of fresh (i.e. new) identities 

must be controlled well in order to be able to 

hold people accountable for their behavior. New 

digital identities should only be issued if there’s 

a direct need for it. Next to that, the physical 

identity should be verified (e.g. by means of 

an identity document) and there should be a 

strong relationship between the identity issuer 

and the identity owner (e.g. by means of a le-

gally binding contract or a payment relation). 

Although this requirement is an important ba-

sis for the identity strength, this is out of scope 

for this paper. Banks are doing very well regard-

ing identity issuance. This is mainly because of 

Know Your Customer (KYC) and other compli-

ancy regulations.

2. Spoofing of an identity (i.e. assuming some-

one else’s identity) must be difficult in order 

to prevent from impersonation (i.e. masquer-

ading, identity theft). The ability for identity 

spoofing is strongly dependent on the methods 

used for proving one’s identity (i.e. authentica-

tion) and, in particular, the reliability of these  

methods. A reliable authentication method is 

(nowadays) based on the secrecy of a static 

password (e.g. passphrases, PIN, personal in-

formation, etc.) and/or the uniqueness of a dy-

namic password (e.g. time, sequence or event 

based One-Time Password), electronic signa-

ture or unique pattern (e.g. fingerprint, smart 

phone movement, etc.) and the strength of the 

underlying secret/seed. These authentication 

methods are in scope for this paper.

At the time of publication two important trends 

are present which have a large impact on the ef-

fectiveness of authentication methods. Firstly, 

the interweaving of the online and the offline 

world, which manifests itself in a larger vari-

ety of user devices present at a larger variety of 

physical locations. Secondly, the march of the 

user interface which becomes more efficient 

and more intuitive. This trend manifests itself 

in “hypes” like Web 3.0/4.0 and mobile apps. 

These trends show that technology becomes 

more and more integrated with everyday live. 

So there is a need for authentication mecha-

nisms being more naturally integrated with 

everyday live.

On the other hand the rising degree of com-

plexity within computer system architectures 

and personal communication devices and the 

ascending number of cyber-attacks have im-

pact on authentication. Even the educated user 

cannot trust the software running on his equip-

ment. Hence there is a need for authentication 

methods for which the attack vector is as small 

as possible.

The aim of this paper is to describe UL’s vision 

on the future of online authentication for fi-

nancial transactions. In the next paragraph 

(“Recognition vs. Authentication”) the need for 

authentication is explained. The paragraph fol-

lowing  that (“Authentication with Security To-

ken”) will point out why a security token puts 

extra strength in the identity. After that the fu-

ture of authentication is described in the next 

paragraph (“Future Authentication Methods”). 

The last paragraph (“Conclusion”) will give con-

cluding remarks.

Recognition vs. Authentication

Authentication is the process in which the user 

proves that a certain identity is linked to him. 

During the authentication process the user will 

provide authentication data (i.e. credentials) 

based on the authentication request. In a grow-

ing number of cases multiple authentication 

methods could be used for one single identity. 

Depending on the solidity of the predefined 

proof on which an authentication method is 

based, the user is allowed to execute different 

sets of actions for each authentication method. 
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The solidity which is needed for a certain action 

is dependent on its risk level. A police officer, 

for example, should be able to authenticate 

himself by means of his badge, when someone 

questions authority of the police uniform. 

People who “know” each other, on the other 

hand, don’t have to authenticate themselves. 

They simply recognize each other. Because of 

the human cognitive capabilities, we are able 

to recognize individuals with a rather high pre-

cision. But even the human brain is limited, es-

pecially when the physical distance is larger or 

the social relationship is weaker. Think of the 

look-alike fraud at the border control which 

made the EU decide to incorporate fingerprints 

into European travel documents. Recognition 

is based on a feeling which is composite of hu-

man knowledge and experience.

Computer systems nowadays don’t have that 

much intelligence to make decisions based on 

“feelings”. Of course, this field is developing and 

computers are in some cases able to recognize 

people by their unique behavior. However, the 

False Acceptance Rate (FAR) and False Rejection 

Rate (FRR) are much higher than for authentica-

tion based on a solid proof. 

There is a possibility that in the future the 

“cognitive skills” of computer systems are ac-

curate enough to recognize online actors with 

a high degree of certainty. In our opinion this 

recognition method then will result in a bio-

metric authentication mechanism. In this case 

the authentication data consists of a unique 

biometric template of the user. However, unless 

the whole chain from the biometric recording 

device to the authentication server is secured, 

biometric authentication will suffer from replay 

attacks.

Provisional recognition cannot replace authen-

tication. However, recognition could very well 

support authentication. In situations where a 

less secure authentication mechanism is used 

for the sake of user convenience, recognition 

could add some additional security. This might 

be applicable to, for example, smart phone en-

vironments.

Authentication with Security Token

A growing number of financial service providers 

nowadays distribute security tokens for authen-

tication to their customers. A security token can 

perform something  that the human brain is not 

capable of; providing direct response on com-

plex mathematical calculations. This way a se-

curity token can generate a dynamic password 

(or digital signature) which is in fact based on a 

static password (i.e. secret or seed) and option-

ally some extra data (i.e. the challenge) without 

revealing this static password. Since authenti-

cation mechanisms which are purely based on 

knowledge or biometric patterns suffer from 

replay attacks, a security token should be add-

ed in order to get a higher degree of security by 

multi-factor authentication.

On the other hand the use of security tokens 

has some drawbacks. Firstly, a security token 

can be lost or stolen. This might introduce in-

convenience for the user and higher lifecycle 

costs for the identity issuer. In order to limit the 

security impact of lost or stolen security tokens, 

it should be implemented in conjunction with 

another authentication mechanism (e.g. a PIN 

code). Secondly, it might not be convenient to 

carry your security token with you all the time. 

This inconvenience depends highly on the phys-

ical characteristics of the security token and 

this can change over time. Furthermore, some 

mainstream security tokens are not interoper-

able with all user device classes. 
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For example, most smart phones don’t have an 

integrated reader for bank cards or a standard 

USB interface for connected CAP/DPA readers. 

So security tokens should adapt to a larger vari-

ety of devices and physical locations. Nowadays 

different groups are working on new ways to 

connect the user device with an EMV chip for 

authentication. 

Token suppliers are working on connected CAP/

DPA readers which could communicate with 

the user device by means of audio signals or dis-

played codes (e.g. QR codes). Other groups are 

working on integrated CAP/DPA readers (e.g. as 

a smart phone application) which are commu-

nicating to the EMV chip by means of NFC.

Some of the security token drawbacks can also 

be solved by (1) using a built-in security token 

(e.g. Secure Element or HSM), (2) using the 

device itself as a security token or (3) using 

theinternet access point as a security token. Al-

though the convenience and security of these 

solutions are high, these methods introduce 

new security risks. For these solutions, human 

interference with the authentication proce-

dure is not strictly needed. This gives malicious 

software the opportunity to execute financial 

transactions without the human noticing it in 

the first place. 

Secondly the physical security of the device 

becomes much more important. Next to that, 

each of these three solutions introduces new 

challenges.

1. Using a built-in security token requires a high 

level of trust in the device software, the screen 

and their intercommunication. A trusted ex-

ecution environment could enlarge this trust in 

case also the hardware supports it and the im-

plementation of this trusted environment can 

be trusted.

2. Using the device itself as a security token re-

quires a high level of trust in the uniqueness of 

the used device properties, like the Internation-

al Mobile Equipment Identity (IMEI) number. If 

it might be possible to manually change these 

properties, this requirement is broken.

3. Using the internet access point as a token 

introduces problems for nomadic behavior. 

Most of the devices nowadays don’t have a 

fixed internet access point, meaning that for 

every new access point a new user registration 

should be done. This will be very impractical.Al-

though the built-in security tokens, like Secure 

Elements (SEs), introduce new security risks, 

these are generally based on proven technolo-

gy. Assuming that the required physical security 

is taken into account, a built-in security token 

is a good solution for the inconvenience prob-

lem. Applying this concept to smart phones will 

cause “mobile” being the channel and authen-

tication method.

Another way of handling the drawbacks for se-

curity tokens is introducing a safe mathemati-

cal method for calculating a dynamic password 

based on a static password which could be ex-

ecuted by an average human. As the safety of 

such a method is highly depend on the compu-

tational complexity, this might be a contradic-

tion. However, there are methods to generate a 

dynamic password based on a static password 

which is only known by the user. One of these 

methods is presented in the next part of this 

document.

Future Authentication Methods

The future of authentication mechanisms for 

online purposes will probably go into two direc-

tions for the short term. 
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Firstly, for the token-based authentication 

mechanisms the convenience and the security 

will be improved (e.g. to withstand man-in-the-

browser attacks). 

Secondly, for the knowledge-based authentica-

tion mechanisms the security will be improved. 

Both directions are covered here. We don’t see 

biometric-based online authentication to be a 

trusted solution for the short term. Because of 

the potential risk for replay attacks, biometric 

authentication is only applicable in end-to-end 

controlled environments (e.g. ATMs). 

Token Authentication

As described in the previous paragraph, security 

tokens offer a high level of security. Of course 

the level of security provided by a secu rity to-

ken depends on its characteristics. In order to 

have a secure and convenient security token it 

should apply to the following requirements:

1. The security token should have a simple and 

straightforward user interface. An average 

user should be able to operate it.2. For the user 

convenience the security token should work in 

combination with all devices the user is likely 

to use.

3. The security token should incorporate a se-

cure storage, which securely holds the secret. 

During the calculation of the response/signa-

ture the secret should never be available out-

side the secure storage.

4. The security token should be able to use one 

or more challenges for the calculation of the re-

sponse/signature. This mechanism is crucial for 

providing non-repudiation for financial trans-

actions.

5. The security token should be able to use data 

such as a random number, the amount, the cur-

rency or the bank account number for the re-

sponse/signature calculation.

6. The security token should always require ac-

tive user involvement before the response/sig-

nature is calculated.

7. The security token should incorporate a trust-

ed screen. If the security token is used for au-

thorizing financial transactions, then it should 

be able to show the transaction details before 

the user can decide to generate the response/

signature. This concept is generally referred to 

as Sign What You See and forms a key requisite 

to prevent from manin-the-browser attacks.

8. The security token should have enough com-

putational power to make complex calcula-

tions.

9. The secure storage, the processing logic, the 

trusted screen and the communication be-

tween these components should be trusted it-

self. If one of these components is part of any 

untrusted environment, the whole security to-

ken should not be trusted.

10. If (part of) the security token is running 

within a trusted execution environment, the 

difference with the untrusted environment 

should be unambiguously clear for all users. A 

hardware indicator, like an LED, could be used 

for this.

A normal browser on a multifunctional device 

is basically very insecure. The high number of 

trust points (i.e. public key root certificates) in 

an average browser will increase the risk for 

man-in-the-middle attacks. 

5/9



6/9

The extensive possibilities to add software com-

ponents (e.g. extensions, plugins, etc.) will in-

crease the risk for man-in-the-browser attacks. 

To lower this risk, a security token could embed 

a trusted (hardened) browser, OS or other appli-

cation which is only able to communicate with 

the financial service provider of its owner. 

Different token suppliers are working on USB 

devices which can be used for secure browsing. 

However, in most cases these solutions do not 

comply with all above requirements, because 

no trusted screen is attached. Currently there 

are only few security tokens available which 

comply with all the above requirements. The 

number of compliant security tokens which are 

compatible with touch oriented devices with-

out a USB interface is even smaller, but this 

number is expected to grow in the near future. 

As we have already seen, the untrusted charac-

teristics of mobile devices (like smart phones 

and tablets) will result in a built-in security 

token introducing extra risks. Embedding the 

security token in the cover/bumper of a smart 

phone or table could offer the same (mobility) 

convenience as a build-in security token and 

the same security as a traditional security token 

(like a debit card in combination with a EMV/

CAP reader).

Knowledge-based authentication

Nowadays knowledge-based authentication 

mechanisms are in most cases only used for 

low security actions, like information views and 

money transfers to trusted recipients. In most 

situations a passphrase or a PIN is used. Both 

are equally vulnerable for replay attacks, but es-

pecially the PIN solution is vulnerable for brute 

force attacks. Of course, the chance of a suc-

cessful brute force attack could be decreased 

by a PIN try counter, but still this vulnerability 

remains. 

In order to deliver a higher level of security, in-

novation on knowledge based authentication 

is needed. For the sake of non-repudiation an 

authentication action should have a strong 

relation to the action details itself (e.g. pay-

ment transaction details) and the user should 

reasonably be the only one being able to initi-

ate the authentication action. This can be ac-

complished by a challenge/response mecha-

nism based on a secret/password which is only 

known by that particular user. 

Static password authentication naturally does 

not support challenge/response authentica-

tion. For all current challenge/response imple-

mentations we need a token to calculate the 

challenge-based response. In order to deliver a 

better support for non-repudiation, innovation 

on knowledge-based authentication (static 

password) is needed. To improve the security 

of the knowledgebased authentication and to 

enable the possibility for challenge/response 

techniques the security advantage of dynamic 

passwords could be combined with the conven-

ience of static passwords. For this we propose 

to use a simple Hash and Truncate Calculator, 

e.g. in the form of a smart phone application or 

separate small device. For challenge/response 

authentication this Hash and Truncate Calcu-

lator should be fed with the challenge and the 

user’s static password. 

The challenge and static password are input 

for a calculation which will result in a dynamic 

password. The dynamic password (i.e. response) 

could be calculated by: 

Response = Truncate( HMAC( Hash( Password 

), Challenge ) ),

for which Hash is the hash function used to cal-

culate the hashed password which is stored in 

the identity provider’s database, HMAC is the 

function to calculate the Hash-based Message



 

Authentication Code and Truncate is the func-

tion to transform the result of the HMAC func-

tion into a sequence of digits with a predefined 

length. Because the challenge, the hashed ver-

sion of the static password and the algorithms 

used are known by the identity provider, the 

authentication server is able to verify the re-

sponse. 

For the calculation of the dynamic password, 

standardized methods for hashing and trunca-

tion should be used. These should be compliant 

with RFC4226. This will enlarge the interopera-

bility of the solution. If a standardized solution 

is defined for such a calculator, then multiple 

parties could offer such a calculator and it can 

be used for multiple purposes. Although this 

will increase the risk for fake calculator, it will 

decrease the chances for a targeted attack.

When operating the Hash and Truncate Calcula-

tor the user should not be bothered with choos-

ing the Hash, HMAC or Truncate algorithms. 

Instead the Hash and Truncate Calculator could 

incorporate predefined settings templates or 

the settings should be communicated up front 

or within the challenge.

Conclusion

The solutions proposed in the previous para-

graphs are not static and should be adjusted as 

time goes by. Because of continuous insight and 

changing/evolving circumstances the solutions 

should be re-evaluated from time to time. Al-

though recognition as replacement for authen-

tication will not provide sufficient security for 

the short term, the combination of authentica-

tion and recognition will enlarge the security.

Figure 1 Authentication Method Characteristics Matrix
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For financial transactions a solid identity proof 

is needed before executing the action. In ad-

dition, unique patterns, like human behavior, 

could be used to detect malicious behavior. That 

makes authentication being the “gatekeeper” 

and recognition being the “law enforcement 

officer”. 

For the future, financial service providers are 

advised to improve the security and the con-

venience of security token-based authentica-

tion methods and knowledge-based authenti-

cation methods. Both types of authentication 

methods should be used in the appropriate 

context and be combined with other security 

controls in proportion as a higher level of secu-

rity is required. These could be other controls 

like user education, black/white/gray listing, 

transaction limits, out-of-band transaction 

validation, real-time risk scoring, user-interface 

obfuscation, browser/app hardening, browser/

app behavior analysis, etc. For the effectiveness 

of the seperate security controls their cohesion 

is highly important.

For token-based authentication methods the 

convenience and the interoperability of the cur-

rent used methods should be enhanced. Secu-

rity tokens such as CAP/DPA readers for online 

authentication which have to be used in addi-

tion to debit cards are not optimized for mobile 

use. Smaller security tokens which can, for ex-

ample, be embedded in smart phone or tablet 

covers/bumpers would be more convenient to 

use in a mobile environment. 

For knowledge-based authentication methods 

a Hash and Truncate Calculator could be used 

to improve the security. Using this method for 

the calculation of dynamic passwords, replay 

attacks are prevented. 

Furthermore, this method will result in a better 

non-repudiation than classic knowledge-based 

authentication, because challenge/response 

authentication is possible. Although the non-

repudiation is in this case based on a symmet-

ric key and supreme non-repudiation is only 

possible with public and private keys, the non-

repudiation is comparable with authentication 

based on a EMV debit card. We would advise 

financial service providers to prepare their en-

vironment for much more diversity in authenti-

cation methods in the future.

The use of traditional knowledge-based au-

thentication in mobile environments is not 

sustainable in the future. Simple password au-

thentication itself suffers from replay attacks 

and offers almost no non-repudiation charac-

teristics because challenge/response authen-

tication is not possible. As can be seen from 

Figure 1, the different authentication methods 

which are discussed in this paper have different 

characteristics and solve different problems. 

However, not all problems are solved by proper 

authentication methods, so other security con-

trols are indispensible. 

Financial service providers could give their cus-

tomers more freedom to choose their own au-

thentication mechanism, which comply with 

their own needs and (technical) skills. In Ger-

many, half of the banks provide their customers 

with a standardized open interface for authen-

tication (Home Banking Computer Interface/

FinTS). However, user educationis required in 

order t o make sure the average user can over-

see the risks and make security decisions.
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About UL Transaction Security

UL is the world leader in advancing safety 

with over a hundred years of history. Em-

ploying more than 10,000 professionals in 

over 100 countries, UL has five distinct busi-

ness units - Product Safety, Environment, 

Life & Health, Knowledge Services and Veri-

fication Services - to meet the expanding 

needs of our customers and to deliver on 

our public safety mission.

Through the acquisition of RFI Global, WIth-

am Laboratories and Collis in 010 and 2012 

respectively, UL is uniquely positioned as 

the world’s number one competence center 

in transaction security technology. UL acts 

as your independent, trusted partner for 

end-to-end transaction security services 

for the mobile, payment, e-Ticketing and ID 

management sectors on a global scale.

UL’s comprehensive transaction security 

service line provides advisory services, ex-

pert training courses, test tools and simu-

lators, test services and certification and 

security evaluation services. Our thought 

leadership, close involvement with leading 

industry bodies and extensive experience 

enables UL to keep up with the rapid pace 

of transaction innovation for years to come.

Of course the security of online financial trans-

actions is highly dependent on the implementa-

tion of the security token. In order to determine 

the security of an implemented authentication 

mechanism, not only the theoretical authen-

tication mechanism should be evaluated, but 

also its implementation.

UL 

Sparked your interest? Want to learn more? UL’s 

Transaction Security service line provides train-

ing courses on Online Banking and Payments. 

Furthermore, UL Transaction Security has been 

technology partner for a wide range of tier one 

banks around the world. To learn more about 

UL Transaction Security go to the website: 

www.ul-ts.com
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