
 

Transaction Security
Advisory Services



Through the acquisitions of RFI Global in 2010 and Witham Laboratories and Collis 

in 2012, UL is uniquely positioned as the world’s number one competence center in 

transaction security technology. UL acts as your independent, trusted partner for end-

to-end transaction security services for the mobile, payment, e-ticketing and ID man-

agement sectors on a global scale.

UL´s comprehensive transaction security service line provides advisory services, expert 

training courses, test tools and simulators, test and certification services and security 

evaluation services. Our thought leadership, close involvement with leading industry 

bodies and extensive experience enables us to keep up with the rapid pace of transac-

tion innovation for years to come.

Your independent, trusted partner
for transaction security technology

UL is a world leader in advancing safety with over a hundred years of history.  Employing more than 10,000 

professionals in over 100 countries, UL has five distinct business units - Product Safety, Environment, Life & Health, 

Know-ledge Services and Verification Services – to meet the expanding needs of our customers and to deliver on our 

public safety mission.  

Welcome to UL

Advancing security
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UL’s  Transaction Security 

service line is the front 

runner in innovations and 

involved in major NFC/

TSM implementation 

projects worldwide.

Leading the way in your 

journey towards secu-

rity and interoperability 

through advice, compli-

ance and knowledge.



Proven expertise

Solid knowledge

Advancing security

• Serving tier one customers globally, 

including major banks, Mobile Network 

Operators (MNOs), Public Transport Opera-

tors (PTOs),  governments and vendors.

• Performing security evaluations against 

state-of-the-art requirements through 

expert test labs around the globe.

• Our test centers are involved in projects 

for e-ticketing (Public Transport Authori-

ties), payment (payment schemes), mobile 

(Mobile Network Operators) and eID (Gov-

ernment initiatives) worldwide.

• Employing over 250 expert advisors 

with extensive experience in EMV migra-

tion, NFC/TSM, SIM testing, operational 

risk management, ISO requirements and 

more.

• Officially recognized by payment asso-

ciations, including Visa, MasterCard, JCB 

and others as well as EMVCo.

• Affiliated with Visa Partner Network, 

MasterCard Vendor Program, ISO (Road 

Pricing and Automated Fare Collection), 

3GPP, GCF and EBIG.
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Our services and solutions
your benefits

Advisory services

Being the leading knowledge partner in major innovative technology projects means 

we understand industry developments and how this may affect your business. Linking 

the physical world to the virtual world and guiding you through the transaction secu-

rity process from start to finish. 

Endorsed training courses

Our training courses are endorsed by payment schemes and address the latest busi-

ness and technical best practices gained from leading turn-key projects worldwide.

State-of-the-art test tools

UL offers state-of-the-art test tools and simulators through the Collis and Aspects port-

folio of tools. The Collis and Aspects test tools are accredited by the leading payment 

schemes and industry bodies and ensure your test processes are simple and efficient.

Proven test and certification services

Your products and systems need to comply with industry standards and protocols. Our 

test centers are certified and accredited to evaluate, execute and manage certifications 

according to various protocols and mandates. We ensure compliance with specifica-

tions so that you can launch your systems and products with confidence.

Security evalution

Providing confidence in your products by ensuring they conform to the latest state-of-

the-art industry security implementation guidelines.

Working together towards security and interoperability
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UL’s Transaction Security 

team consists of 250 

professionals around the 

world, supporting you 

with the design and def-

inition of your projects, 

through to development 

and deployment. 



Working together towards security and interoperability

End-to-end transaction security

Services

Transaction Security
Expertise

Advisory Services

Security 
Evaluation

Test & 
Certification

Training Test Tools & 
Simulators

Mobile Payment

e-Ticketing
IDM

Health
Energy
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Leading market solutions
RELIABLE PAYMENT SYSTEMS

How will you make payments in 2020? Regardless of the payment method, in the world 

of payments it is essential to assure that all parties work together seamlessly and reli-

ably. UL helps you achieve the required interoperability and security. 

Understanding your business, identifying your goals and translating your strategy into 

tangible business and technical advice. That is what UL’s payment advisory services 

are all about. Leverage our extensive experience with EMV migration, contactless tech-

nology, mobile payments and wallet deployment to implement your technology 

projects successfully. 

We support all players in the payment domain with the following services:

• Helping issuers defining a card issuing strategy plan with regards to the issuance of 

new contact(less) EMV cards. We assist with the design of the personalization process, 

risk management and performance research. 

• Supporting acquirers with strategic decision making and business case definitions. 

We also assist with vendor selection and management, design of the acquiring process 

and EMV migration.

• Assisting payment processors with technical integration planning, technical consul-

tancy and project and test management services.

• Supporting banks, processors and payment service providers in establishing a future-

proof infrastructure for their online payments portfolio offered to their merchants.

• Advising all players in the NFC ecosystem on the business case, architecture and de-

sign to take full advantage of the mobile payments opportunity.

Payment
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Your trusted advisor in 

delivering expertise in 

the areas of EMV and 

contactless/NFC tech-

nology, brand testing, 

acquiring infrastructure, 

certification, processing 

transactions, online bank-

ing and payments, SEPA 

migrations, functional 

testing of smart cards and 

formal approval by lead-

ing payment schemes and 

industry bodies around 

the world.  



Payment

Payment security and

Interoperability

“It is a pleasure working with UL‘s 

Transaction Security team. UL’s ex-

tensive knowledge of the payment 

industry is proven by their respon-

siveness, professionalism, dedica-

tion and expertise.”

- Barclaycard, UK
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Leading market solutions
TAkE ADvANTAgE Of THE MOBILE OPPORTuNITY

Mobile
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UL drives innovation! As 

member of leading in-

dustry organizations and 

partners in several turn-

key projects, we identify 

business drivers and key 

technology developments 

at the core.

Rely on UL for advice, 

implementation and risk 

analysis of your NFC/TSM 

projects, as well as the 

functional testing of se-

cure elements, handsets 

and smart cards.  

New mobile initiatives are announced on a weekly basis. New standards emerge. What 

is your mobile strategy? How do you ensure you are up-to-date with all that is mobile 

in this forest of new technologies? Two different worlds are brought together when 

enabling transactions via a mobile device. Being involved in several major NFC/TSM 

implementations worldwide, means we are aware of your challenges related to the 

definition of mobile strategies in today’s world. Moreover, we know how to turn them 

around into a success story!

Take advantage of the mobile opportunity together with UL. Guiding you through the 

various mobile transaction opportunities via business and technical consultancy. 

As industry leaders, we have gained hands-on knowledge from leading turn-key TSM 

projects around the world. Your benefit? A sound approach where our team of experts 

look at the business drivers, your role in the NFC ecosystem and your strategy before 

moving onto designing, developing and deploying the best solution for your business. 

We support all players in the mobile domain with the following services: 

• Service providers and MNOs can rely on a sound four-phased approach that includes 

preparation for decision making, creation of the NFC infrastructure, implementation 

and roll-out. We have defined specific deliverables for each phase which ensure a suc-

cessful project.

• Handset vendors and card manufacturers are supported with compliance and in-

teroperability testing. Complying with standards means your product is secure and will 

be the preferred product to use.



Mobile

Envisioning the mobile payments

Opportunity

“UL’s Transaction Security team has 

been extremely valuable to ISIS in 

supporting the testing and integra-

tion of our TSM.”

- ISIS, USA
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As contactless payments and NFC technology are making their way into the transit 

world, what is your strategy when it comes to innovation? Do you know where to start? 

What are the stepping stones while moving from current legacy systems towards fu-

ture proof AFC infrastructures?

The world of public transport is moving at a fast pace. Implementing an Automated 

Fare Collection (AFC) system enables you to provide a quicker and more convenient 

transaction method for your customers, giving you a competitive edge. Transport Oper-

ators are working hard to make their operations more efficient and offering a seamless 

travel experience to their customers while supporting transport authorities in achiev-

ing their mobility objectives. 

Being involved in major AFC implementations in The Netherlands (TLS), Dubai (RTA), 

New Zealand (NZTA), Germany (VDV-KA), USA (APTA) and Canada (Presto) means we 

are well aware of your challenges in defining the right strategies in today’s world. We 

can help you define your scheme and architecture. We can support you in defining the 

right stepping stones in your way to open-loop payments and mobile ticketing in your 

AFC scheme: multi-application cards, generic secure token applications and EMV ap-

plied to transit. After implementation, we test and certify your system and help you 

reach full interoperability within your AFC scheme. 

Leading market solutions
INNOvATION IN TRANSPORT

Transport
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Achieve your competitive 

edge with mobile tick-

eting and mobile pay-

ments in public transport 

together with UL. As your 

trusted advisor, we can 

define your needs, draft 

your business and techni-

cal requirements, assist 

you with the tendering 

and vendor selection pro-

cess, develop the project 

plan and deploy your 

infrastructure. 

Shortening your time-to-

market and introducing 

more efficient and long-

term cost-saving systems 

and infrastructures.



Leading market solutions
uLTIMATE SECuRITY THROugH ID MANAgEMENT

ID Management

The physical and virtual world are merging. This trend is a big enabler for economic 

growth and individual empowerment. The virtual, digital world is becoming part of the 

public space and our personal lives. Accessing information online increases the need 

for personal electronic identification. 

Governmental institutions need to ensure society’s safety and security, also in the digi-

tal world. UL assists organisations around the world with ensuring highly secure, yet 

privacy-preserving identification and authentication.

We provide advisory services on the use of ICT as a tool to achieve better governance. 

We define how a government can conduct e-business with companies and citizens. UL 

specializes in strategy development, testing and implementation of trusted transac-

tion processing systems based on market standards.

We assist authorities with the acceptance of ePassports at border control points, by 

ensuring compliance with global inspection infrastructure standards. This ensures you 

can deliver a high quality of identification and authentication of travelers at your bor-

der control points.

Reliable identification, au-

thentication and authori-

zation are of major impor-

tance in the digital world. 

Electronic documents in 

the public space need to be 

secure and interoperable, 

so they can be integrated 

with back office systems 

and registers to build com-

plete schemes.  

UL provides the latest 

knowledge on internation-

al standards, such as ICAO-

PKI, EAC-PKI and SPOC-PKI 

and acts as your single 

point of contact for advice 

and test services regarding 

e-identification.

UL Transaction Security 11 

Transport



global Contacts

Europe

Basingstoke, UK
P: +44 125 631 2000

Edinburgh, UK
P: +44 131 225 9500

Helsinki, Finland
P: +31 71 581 3636

Leiden, The Netherlands
P: +31 71 581 3636 

North America

Bloomington, USA
P: +1 855 730 9827

Latin America

São Paulo, Brazil
P: +31 71 581 3636

Middle East & Africa

Dubai, United Arab Emirates
P: +971 50 674 2380

Asia

Singapore
P: +65 68 90 6440 

Guangzhou, China 
P: +86  847 209 2945 

Hong Kong
P: +852 6050 9972

Pacific

Melbourne, Australia
P: +61 3 9846 2751 

Auckland, New Zealand
P: +64 9 414 9587 

E: info@ul-ts.com / W: www.ul-ts.com
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